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Goal of the talk:

1. The economics of blockchain/crypto/defi is relevant and 

important. 

2. Marrying the rich data from blockchain/DeFi/CeFi/Web3 with 

economic analyses is a fruitful path.

1. Blockchain Economics

2. Digital Nations and Tokenomics.

3. Oracle Networks, Interoperability, and Off-Chain Economy 

Integration.

Roadmap:
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Why is economics relevant for blockchain/crypto/web3? And 

how to apply it?

Game theory, mechanism design, market microstructure, 

monetary supply.

Asset pricing, corporate finance, international economics, 

contracting theory, banking, currencies and commodities, etc.

Treating digital networks as cyber countries/digital nations. 

Then tokens are domestic currencies and assets.
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1. Blockchain Economics

Blockchains as decentralized consensus and mining as an allocation 

mechanism.

Smart contracts enable automation and enforceability of contract 

terms w.r.t. the system states (consensus).

Pros and cons of decentralization:

• Economic single point of failure

• Dynamic market power

• Infrastructure for MPC

Vertical Integration and Mining Concentration 

Economics of Cybercrimes and Forensic Finance

Fee mechanisms and Financial Inclusion
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Decentralized Mining in Centralized Pools

(Cong, He, and Li, 2018)
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Industrial Organization and Environmental Impact
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Mining Arms Race and Energy Consumption
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Economics of Crypto-Related Crimes & Forensic 

Finance: Incentives Matter

Exchange Manipulation: “Crypto Wash Trading” (Cong, Li, Tang, & 

Yang, 2019).

Trader Manipulation: “Tax-Loss Harvesting with Cryptocurrencies” 

(Cong, Landsman, Maydew, & Rabetti, 2021).

Cybercrimes: “An Anatomy of Crypto-Enabled Cybercrimes” (Cong, 

Harvey, Rabetti, & Wu, 2022)

“Blockchain Forensics and Crypto-Related Cybercrimes” (Cong, 

Grauer, Rabetti, & Updegrave)
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Crypto-Enabled Cybercrimes

• Diverse set of public, proprietary, and hand-collected data (dark web 

conversations in Russian). 

• An anatomy of crypto-enabled cybercrimes and relevant economic 

issues.

• A few organized ransomware gangs dominate with sophisticated 

corporate-like operations with physical offices, franchising, and 

affiliation programs. 

• Techniques have also become more aggressive over time, entailing 

multiple layers of extortion and reputation management.

• Blanket restrictions on cryptocurrency usage may prove ineffective 

in tackling crypto-enabled cybercrime and hinder innovations. 
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Mapped Addresses

target

exchange

mixer

darknet
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Ransomware-As-A-Service (RaaS)
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Pricing

• Attacker gives high priority to the company’s financials. They will know how 

much cash is available.

• Attacker will look for cybersecurity insurance and sometimes make the case 

that paying the attacker is “free” given the insurance policy

• Pricing is often a function of the number of computers connected to the 

network
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Total received in BTC payments

and the problem of underreporting
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2022 CAFM

Rebranding Strategy
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Inclusion and Democratization 

Through Web3 and DeFi?

Initial Evidence from the Ethereum Ecosystem

⚫Description of Ethereum Ecosystem using Big Data

• General Trends/Stylized Patterns in the Network

• Data Sharing and Visualization

• Distribution of Mining Income

• Distribution of Token Ownership

• Distribution of Transactions

Lin William Cong 

@Cornell University SC Johnson College of Business and NBER

Ke Tang 

@Institute of Economics, School of Social Science, Tsinghua University

Yanxin Wang & Xi Zhao 

@School of Management, Xi'an Jiaotong University
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Data

⚫ Ethereum blockchain

• Aug 15-Feb 22, 14 million blocks, 1.7+4.6 billion transactions, etc.; big 

datacomputing clusters.

• Value of tokens transferred, the time when transaction bundled into the block, gas 

used, gas price and gas limit (set by the initiator), status of transaction.

⚫ Block information (e.g., address of block verifier, mining pool, block number, 

etc.)

⚫ Addresses associated with DeFi/ DApps

• DApp Radar, DApponline, and Etherscan

• Classified into 9 groups: exchanges, DeFi, gambling, games, collectibles, etc.

• 166 DeFi protocols, 2,820 DApps. 

⚫ ETH Gas Station, CoinMarketCap, Google Trends

• Recommended gas prices, etc. 

• Token prices, popularity metrics, etc.
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Description of Ethereum Ecosystem—Distribution of  On-Chain Token 

Ownership
• Token ownership is heavily concentrated at a few 

nodes of institutions and individual users.
Distribution of Ether holding among different nodes

The concentration of EOA addresses (without exchanges)

HHI for EOA address (without exchanges)
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Transaction Fees and Undemocratic and Exclusive Usage—Percentage Transaction 

Fee
𝑃𝑒𝑟𝑐𝑒𝑛𝑡𝑎𝑔𝑒𝑇𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛𝐹𝑒𝑒 =

𝐺𝑎𝑠𝑃𝑟𝑖𝑐𝑒∗𝐺𝑎𝑠𝑈𝑠𝑒𝑑

𝑉𝑎𝑙𝑢𝑒
× 100%

• The percentage transaction fee for small amount transactions using DeFi is too high and 

volatile for inclusive finance.
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Transaction Failures

• Major Reasons for Failure

a) “Out of gas”(30%)  

b) “Reverted”  (73%)

c) “Bad Instruction”   

d) “Bad jump destination
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The EIP-1559 Fee Mechanism—Background and Identification Strategy

• EIP-1559

✓ Burnt base fee

✓ Max priority fee and priority fee (tips)

✓ Block size

EIP-1559 Fee Mechanism
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2. Digital Nations and The 

Tokenomics of Staking

Lin William Cong 

Cornell University SC Johnson College of  Business, 

IC3, and NBER
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Viewing Web3 Networks as Digital Nations

Monetary economics meets asset pricing and 

corporate finance.

International economics, financial integration, 

risk-sharing, forex, etc.

Protocol designs, token issuance policies, 

incentive programs, connection to other networks, 

etc., are not isolated decisions. 
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Asset Pricing, Corporate Finance, 

and Optimal Monetary Policy

Tokenomics: Dynamic Adoption and Valuation

Token-Based Platform Finance

Lin William Cong, Ye Li,   &  Neng Wang 
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• Daily observations 
from 
stakingrewards.com; 

• 48 pan-PoS + 29 DeFi, 
July 2018-Nov 2022.

The Tokenomics of Staking 

(Cong, He, and Tang, 2022)
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3. Introduction to Oracle Networks

Oracle: Bridge between blockchains/smartcontracts and with 
real world; a device or entity that connects a deterministic 
blockchain with off-chain data
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The Oracle Problem

to centralized or decentralize?
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Financial and Information Integration Through Oracles

– Decentralized oracle networks (DON) administrators provide a 
potential solution by authenticating data from multiple oracles 
and feeding their combined output.

– To ensure data accuracy and reliability, DONs may use trusted 
hardware, consensus algorithms, or reputation systems.

– Fully decentralized?
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Financial and Information Integration Through 

Oracle Networks (Cong, Prasad, Rabetti, 2023)

Bridge between blockchains/smartcontracts 
and with real world
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Integration Effects
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Interoperability Effects

Correlations tend to increase post-integration. For instance, 
correlation between Avalanche and Ethereum’s TVL increased by 
one-third post-integration.
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Goal of the talk:

1. The economics of blockchain/crypto/defi is relevant and 

important. 

2. Marrying the rich data from blockchain/DeFi/CeFi/Web3 with 

economic analyses is a fruitful path.

1. Blockchain Economics

2. Digital Nations and Tokenomics.

3. Oracle Networks, Interoperability, and Off-Chain Economy 

Integration.

Roadmap:
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