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Delphi

The Oracle of Delphi
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Contract



Blockchain

Smart 
Contract

1. Tamperproof!
2. Unstoppable!
3. Can hold money 

(cryptocurrency)



Smart 
Contract

Example: Betting contract
•Alice and Bob want to bet on 
a football game

•They each send $1 to smart 
contract 

•Alice wins $2 if blue team 
wins football game

•Bob wins $2 if red team 
wins



Smart 
Contract

1. Tamperproof➔ money 
will flow exactly as 
programmed; don’t need to 
trust a company / website

2. Unstoppable➔
guaranteed to pay out

3. Can hold money ➔
able to take in and pay out 
real $$$ (crypto)



Smart 
Contract

Who won the 
game???

No connection to websites!



Smart 
Contract

Who won the 
game???

Solution: An oracle

vs.

SportBetPalooza.com





Blockchain oracles

• Aim to be a sources of definitive truth
• Like oracles in ancient world!
• For asset prices, cross-blockchain data, 

(pseudo)randomness, sports, weather and much 
more!

• But truth can be dangerous… in many ways
• King Croesus famously misinterpreted a prophesy 

from the Oracle of Delphi

Croesus on a pyre



Implicit warning about dangers of AI + smart contracts



Example: AI-powered rogue smart contract



Example: AI-powered rogue smart contract

Bounty: $100,000 to steal 
Koh-I-Noor diamond

Rogue 
Contract

$100,000



Example: AI-powered rogue smart contract

Bounty: $100,000 to steal 
Koh-I-Noor diamond

Rogue 
Contract

100 ETH

How does contract know:
1. If diamond is stolen?
2. Who should receive bounty?



Calling card

• Exotic detail at crime scene
• Intentionally identifies criminal to world
• E.g., the Phantom
• Calling card: Glove with ‘P’ monogram



Rogue 
Contract

$100,000

cc
“’P’ glove”

Would-be thief



Rogue 
Contract

$100,000

Koh-I-Noor stolen!
‘P’-monogrammed 
glove found!

reveal cc

$100,000

“’P’ glove”



Rogue 
Contract

100 ETH

Koh-I-Noor stolen!
‘P’-monogrammed 
glove found!

decrypt cc

100 ETH

“’P’ glove”

Koh-I-Noor stolen!
‘P’-monogrammed 
glove found!

AI-powered oracle here!



Rogue 
Contract

$100,000

Koh-i-Noor stolen!
‘P’-monogrammed 
glove found!

A bunch of other details…

reveal cc



Rogue 
Contract



Note well

•Rogue contracts are technically feasible…
…but not possible with today’s infrastructure
…yet
•The Oracle is a cautionary tale about the future of 
blockchains + AI



The bigger picture

•We all worry about rogue AI
•Escape into real world via:

• Autonomous weapons systems
• Cyberphysical infrastructure 

(e.g., autonomous vehicles)
• Financial system?



The bigger picture

•What to do about rogue AI 
accessing crypto assets?

•Oracles are gatekeepers
•How can oracles help 
enforce AI safety?





Other forward-looking DeFi stuff in the book

•Trusted hardware (a.k.a. TEEs / secure enclaves)
• Hardening approaches and breaks

•Multi-block flash loans



OracleNovel.com

Thank you!



Now for a fireside chat with Dawn…





Target
published

Bounty 
activates

21-day crowdfunding
period

Deposit must sit for at least one 
block (to prevent flashloans)—
but can set short period for test 
/ guaranteed withdrawal (needed 
for multi-block flashloans)

Calling card sent 
(also possible 
before 
activation?) Murder

Claim
made

Public 
bounty 
payment

7-hour waiting 
period (in case 
there are 
competing 
claims)

News 
of 
murder

Off-switch is instantaneous
Off-switch invokes 28-day waiting 
period (so assassins aren’t subject 
to rug-pulls)


