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We work on security and privacy problems in distributed and decentralized systems.

• Interoperability
• b/t web3 systems (CCS’22)
• b/t web2 and web3 (aka zkTLS) (CCS’16, CCS’21, SP’21)
• b/t web2 systems (EuroSP’23)

• Strategic behaviors and mechanism design
• Maximal Extractable Values (MEV) (CCS’24)
• Bribery attacks (NDSS’23)

• Distributed consensus
• Resource efficiency (UseSec’17,’24)
• Order fairness (CRYPTO’20)
• TEEs (EuroS&P’19)

• Anonymity
• Anonymous broadcast (PETS’25)
• Secret single-leader election (SSLE)

Applied Crypto

Distributed 
Computing

Game theory / 
Mechanism design



MEV: Values gained from ordering 
manipulation

• Who can do this? 
• In TradFi, HFT firms gain timing 

advantage through co-location, low-
latency networks, etc

Alice: sell @ $90
Bob  :  buy @ $100

Frontrunning attack

Adv  :  buy @ $90
Adv  : sell @ $100

Bob -10

Adv +10
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Adv “extracted” $10 by 
ordering txns cleverly

Blockchain is supposedly 
much better, but not really: 
miners/validators dictate 
transaction ordering!



MEV

• Miner/Maximal Extractable Value (MEV) refers to the profits 
gained from manipulating the ordering of transactions
• First studied in Daian et al (‘19)
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We are talking about a lot of money
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Why should we care?

Over 550K ETH (~$1.3B) has been 
extracted on Ethereum!



1. User loss
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Some MEV extraction directly causes users to lose money.

Data source: libmev.com

For example, the total 
revenue of sandwich 
attacks is $390M 
since the Merge.

-- This is at the expense 
of the victims.



2. Inefficiency
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Inefficiency due to the lack of coordination:
• For example, MEV searchers compete for MEV opportunity in on-

chain bidding wars, which can cause network congestion.
• The example from Flash Boy 2.0 paper.



3. Consensus instability
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• MEV extraction already dominates block rewards in Ethereum today.
• For example, one MEV transaction contributes 1/3 of block profit in a recent 

block (20964474).

• Miners may deviate from honest mining and fork out high-fee blocks to 
attract other miners to build on the fork (time-bandit attacks).

Source: payload.de



4. MEV is a centralizing force

•MEV extraction requires resources.
• In Ethereum PoS, big validators (e.g., backed by trading firms) 
will outcompete small validators (e.g., home stakers)
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Source: Ethereum

Validators will be 
centralized as 
smaller ones are 
driven out of the 
market!



Proposed solutions

• First-come-first-served ordering (e.g., Aequitas (CRYPTO’20))
• Relies on honesty assumptions (i.e., not working in rational model)
• Can lead to latency war

• Blind ordering (e.g., Shutter Network)
• Relies on honesty assumptions (we showed a fix in AnimaguSwap (CCS’24))

• MEV auctions: auction off the rights to extract MEV, and re-distribute 
MEV “in some good ways”
• Ethereum’s solution: Proposer-builder separation (PBS)
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For more, see, e.g., SoK: MEV Countermeasures: Theory 
and Practice (Yang et al, 2022)



PBS and builder market

• Idea: allow outsourcing of block building (i.e., MEV extraction) to builder market.

11New player: Builders

I’ll pay 90 
for my block

I’ll pay 95 
for my block

I’ll pay 98 
for my block

I’ll pay 99 
for my block

validator / proposer

implementation: MEV-Boost

DeFi MOOC (Oct, 2024)

Ideally:
• builder market is competitive
• all validators benefit equally from MEV



Market share of Ethereum’s builders market

12

Top-two 
builders 
build ~87% 
blocks as of 
Oct 2024.
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Is centralized block building okay?

• Popular opinion is “yes, it’s okay.”
• “centralized block production is fine 
as long as [validators are 
decentralized]” --- ethereum.org

•We want to provide a different view:
• Concern: proposers would incur a profit loss in a 

centralized builder market. 
• Proposer loss has undesired consequences.
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Implications of proposer loss

• #1: Instability of PBS
• Proposers might be incentivized to extract MEV themselves.
• Big validators have competitive advantages or small ones, leading to validator 

centralization.

• #2: inaccurate MEV oracles
• Auctions are used to measure MEV (MEV oracles) (e.g., MEV burn).
• proposer loss ⟹ inaccurate MEV oracles

• Our work: quantify the loss, understand its causes, and explore mitigation.
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Modeling MEV Auctions

• In each instance, builders submit bids in the form of (B, BV) 
• B: a block
• BV: amount to pay if bid is accepted

• Open bid, akin to an English auction
• Builder’s true valuation (TV) underlying a bid B := balance 

increase after executing B
• i.e., TV(B) is the sum of values from txns in B

• When auction concludes, B with the highest BV wins. 
• Block B is added to the blockchain
• Builder of B gets TV
• Builder pays the proposer BV

• Builder’s profit = TV – BV
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Potential reasons for proposer loss

• 1) Does the mechanism incentivize competition?
• Reasons for yes: MEV boost auction is akin to an English auction
• Reasons for no:  Fixed deadline may not allow full competition. 

Builders may collude.
• 2) Do builders have similar block-building capacity (BBC)?
• Alice extracts 100 ETH, Bob extracts 10 ETH, Charlie extracts 9.5 

ETH.  Assuming competitive auctions, auction revenue is 10 + 𝜖 
(far from 100)
• i.e., Proposer can get up to 90 ETH more if they build blocks. 

• They lead to two types of loss: 1) Loss from uncompetitiveness, 
and 2) loss from inequality 

DeFi MOOC (Oct, 2024) 16



Proposer loss definition

Value (in ETH)

TVN TVN-1 …
TV2 TV1

Loss from inequality

Winning bid

Loss from uncompetitiveness

TV = True Value
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Quantification of proposer losses

• Practical challenge: auction data is not recorded on-chain
• Blockchain only records the winning bids. We need losing bids too.

•We started to archive auction bids since 2022
• 5 billion partial bids (block hash, bid) since Sep 2022 to March 

2024 (collected by querying relays)
• full bids (partial bids + txns) from ultra sound relay (200 GB / day)

• cross validation against public datasets & related papers
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Result: competitiveness of past MEV 
auctions

• Examined auctions from 
April 9-15, May 1-7, June 
1-7, July 1-7, and August 
1-7, 2023
• Competitive: 89%
• Efficient: 80%
• Both: 75%

19

efficient

competitive
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• Competitive := winning bid > second highest true value
• Efficient := winner has the highest TV



Result: Inequality of block-building capacity

• Builder’s true valuable represents its block-building capability
• We use Quartile coefficient of dispersion (QCD) to measure the 

disparity of true values (the higher the worse)

• Top builders have 
similar capability 
in low MEV slots. 

• Inequality 
worsens as the 
MEV of a slot 
increases.

Inequality 
worsens as we 

go down the list 
of builder 
groups.
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Result: proposer loss in past auctions

• Between April – August 2013:
• Loss from uncompetitiveness is moderate (~1%)

• Loss from inequality (of BBC) is more significant (6-12%)
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What accounts for builder’s inequality?

• A stream of TXs is called an order flow (OF)
• Public OF (primarily the mempool) is accessible by all builders. 
• Private OFs, well, are private.
• Which is more important?

2222

Public mempool (p2p network)

Third-party private channels 
(MEV-Share, MEV Blocker, etc)

Direct channels

Builders
TXs

• Regular users 
• Wallets
• Trading bots
• Searchers* 

*) Searchers read from 
mempool and private channels

Private Order Flow

Public Order Flow
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More than 80% of MEV is from private OFs

• To win auctions, builders 
need private OFs.

•Where do they get 
private OFs? 
•How equal/inequal are 
builders’ abilities to 
access good private OFs?
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Identifying pivotal private OFs using data

•We define an order flow OF to be pivotal for an auction if 
the winner would have lost without txns from OF.
• I.e., pivotal OFs are necessary to win

•Next slide: We identified five OFs were pivotal in >50% 
auctions over a period longer than two weeks (i.e., they had 
sustained impact)
• If a builder cannot access any of these OFs, it will lose the majority 

of the auctions!
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Identify pivotal order flows using data
MEV-Share and MEV Blocker 
were once pivotal in >80% of 
auctions (good news for 
openness)

Importance of MEV-Share 
and MEV Blocker declined 
as an upstream OF 
(Maestro) broke away.

A single MEV bot 
was once pivotal 

in >70% of 
auctions
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Builder-specific pivotal level
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• Pivotal level for top-2 builders      
(focusing on the blocks those bid value > 1ETH)

• Strong signal for exclusive OFs between
Banana Gun <> Titan, jaredfromsubway 
<> Beaver.

• Exclusivity can cause inequality.



How integration affects auctions?

• All three top builders [> 90% market share collectively] have 
exclusive OF providers.
• Revealed unknown integration between Banana Gun (a telegram bot) and 

Titan, jaredfromsubway (a sandwich searcher) and Beaver.

• Main concerns: i) it prevents competition; ii) there is strong incentive 
to form integration.
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Example: Incentive for integration

• For example, in slot 8019594, about 340 ETH came from Banana Gun 
(OF), and all 340 ETH was captured by the proposer.

Every top builder 
bids 340 ETH

Multiple builders 
bid 340 ETH.
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Example: Incentive for integration

• With integration, more MEV “escapes” the protocol
• E.g., Top 3 builders (all with integrated OFs) made $5.5M in the first of 

week of June 2024!

29

In slot 9244799, 208 ETH came 
from Banana Gun, and only 
Titan received it. Titan paid 80 
ETH to the proposer.

128 ETH can be shared 
between Banana Gun and 
Titan!

Titan dominates this auction.
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Status Quo

Where we are today:

• Two builders build >87% blocks in 
Ethereum

• Last week: PBS distributed ~1000 
ETH to Titan,  ~500 ETH to 
Beaverbuild [1]; All proposers together 
received ~4000 ETH [2]

• Losses mainly stem from exclusive 
OFs
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How did we get here:
• Builders compete on two 

dimensions simultaneously: MEV-
carrying txns and extraction algorithms.

• Builders cut closed-door deals to 
get exclusive access to the former.

• Without the former, the latter 
doesn’t matter.

[1]: https://www.relayscan.io/builder-profit
[2] https://mevboost.pics

https://www.relayscan.io/builder-profit
https://mevboost.pics/


Paths forward?

Can new builders join to increase competition?
• Unlikely. There is strong incentive for existing OFs to not work with new 

builders.
• Also trust barriers

Is PBS stable in the long term?
• A proposer with large stake should think about exiting from PBS.
• Doesn’t seem hard to do: much of builder’s job is to simply collect transactions.
• E.g., BTCS recently started a builder (We don’t know why.)
• Other changes might affect PBS too, such as app-level MEV redistribution.
Not obvious how to avoid builder centralization.
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Other problems caused by a centralized 
builder market
• Censorship by builders

• A malicious builder may refuse censor transactions to exit from CDP for 
higher gain in liquidation

• Builder frontrunning
• Builders see all transactions
• If you don’t like Titan or Beaverbuild, you need to wait ~8x longer

• Builder boycotts
• If builders doesn’t like certain protocols (e.g., those reducing their profits), 

they can block them.
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Open challenges

• How to mitigate the negative impacts of integration?
• Execution Auctions, PROF, etc, do not directly address this problem.

• How should MEV be allocated between users, searchers, builders, proposers? 
• Immediate problems like builder censorship resistance
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Blog post: https://decentralizedthoughts.github.io/2024-05-07-decentralization-ethereum/
Paper: https://arxiv.org/pdf/2405.01329

X: 0xfanzhang

https://decentralizedthoughts.github.io/2024-05-07-decentralization-ethereum/
https://arxiv.org/pdf/2405.01329

