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2

World Computer

Peer-to-peer Network

Distributed Consensus

Smart Contract
(Program running on blockchains)

Decentralized Finance
(DeFi)

Public Ledger

Non-Fungible Tokens (NFTs) Exchange Lending

Governance Stablecoin

Non-custodial
Transparent
Censorship Resistant
. . .

Identity



Ethereum is



Sandwich Attack
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1. Transactions are publicly visible

2. Transaction ordering is centralized
• Builders –  monopoly
• Bribery

Decentralized Exchange (DEX)

Buy 100 ETH of BTC

100 BTC

Buy 100 ETH of BTC

100 BTC

Sell 100 BTC

110 ETH10 ETH

10 BTC

90 BTC
TX

Front-running
Victim

Back-running



Quantifying Miner/Maximal Extractable Value (MEV)

Qin K, Zhou L, Gervais A. Quantifying blockchain extractable value: How dark is the forest?. In 2022 
IEEE Symposium on Security and Privacy (SP) 2022 May 22 (pp. 198-214). IEEE.

Arbitrage Liquidation Sandwich

• Dataset: the public Ethereum blockchain
• 11,289 unique addresses
• 49,691 cryptocurrencies
• 60,830 on-chain markets

• Over 32 months (December 2018 – August 2021)
• About 540M USD in profit
• Highest instance: 616.6x the Ethereum block reward
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MEV Extraction

Arbitrage Liquidation

DeFi Attack

MEV Searcher MEV Transaction

1 contract MEV {
2   function arb(uint x, uint y) public {
3     swapETHtoBTC(x);
4     swapBTCtoETH(y);
5     msg.sender.transfer(profit);
6   }
7 }Sandwich
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The Blockchain Imitation Game
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Imitation

Copy-paste

Front-run
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Creation Observation Execution

MEV Searcher

A few seconds



Naive Imitation

1 contract MEV {
2   function arb(uint x, uint y) public {

      require(msg.sender==0x12..);

3     swapETHtoBTC(x);
4     swapBTCtoETH(y);
5     msg.sender.transfer(profit);
6   }
7 }

++
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Blind duplicate

Potential 
Transaction

Imitation 
Transaction

String replacement

Step 2
Execute and validate locally

Step 3
Front-run if profitable

Simple but effective

Ethereum

December 2018 – August 2021

35M USD

Easy to prevent

Step 1



Generalized Imitation

1 contract MEV {
2 function arb(uint x, uint y) public {
3 
4 require(msg.sender==0x12..);
5
6 swapETHtoBTC(x);
7 swapBTCtoETH(y);
8 msg.sender.transfer(profit);
9 }

10 }

Synthesize

Qin K, Chaliasos S, Zhou L, Livshits B, Song D, Gervais A. The blockchain imitation game. (2023). In 32nd USENIX 
Security Symposium (USENIX Security 23) (pp. 3961-3978).
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1 contract MEV {
2 function arb(uint x, uint y) public {
3 
4 require(msg.sender==0x12..);
5
6 swapETHtoBTC(x);
7 swapBTCtoETH(y);
8 msg.sender.transfer(profit);
9 }

10 }

MEV Contract Imitation Contract

The threat of imitation remains



Technical Challenges

12

1 contract MEV {
2 function arb(uint x, uint y) public {
3     require(msg.sender==0x12..);
4     swapETHtoBTC(x);
5 swapBTCtoETH(y);
6 msg.sender.transfer(profit);
7 }
8 }

Solidity

Compile

PUSH1 0x80
PUSH1 0x40
MSTORE

CALLVALUE
DUP1
ISZERO
PUSH2 0x0010
JUMPI

PUSH1 0x00
. . .

Bytecode

• Only low-level bytecode is available

• High-level application-layer semantics are missing

• Short time window (0.75 – 12 seconds)



Ape Overview

Pending 
transaction

Dynamic control-
flow graph

Step 1

Profitability analyzer

Step 2

Smart contract 
synthesis

Imitation 
transaction

Step 4

Step 3

Dynamic taint 
analysis

Patch identifier

Step 5Step 6

Validation

Ape
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Dynamic control-flow graph
• Graphical representation 

of transaction and smart 
contract execution

Dynamic taint analysis
• Identify imitation protection 

w/o high-level semantics
• Virtual machine 

instrumentation ensuring 
O(1) complexity

Smart contract synthesis
• Automated

...
+ SWAP1
+ POP
+ JUMP
- JUMPI
  ...

...
+ POP
+ POP
- JUMPI
  ...

Force to jump Force not to jump



Ape Evaluation

August 1, 2021 – July 31, 2022 (1 year)

Ethereum BSC148.96M USD 42.70M USD

0.07 second
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Imitation as Whitehat
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Creation Observation Execution

Attacker

Counter-attack 
Imitation Transaction

Front-running



Imitation as Whitehat

Preventable DeFi Attacks (August 1, 2021 – July 31, 2022)

Ethereum BSC

73.74M USD29 22.39M USD40

Protocol Loss (USD) Date

Popsicle Finance 20.25M Aug-03-2021

Saddle Finance 9.71M Apr-30-2022

Indexed Finance 3.58M Oct-14-2021

… … …

Protocol Loss (USD) Date

Elephant Money 11.52M Apr-12-2022

XSURGE 5.17M Aug-16-2021

CollectCoin 1.06M Dec-01-2021

… … …
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Looking into an MEV Contract
Bytecode Disassembled



Closed-Source Smart Contracts

Bytecode Human-Readable
Source Code 

Decompiler

Ethereum

BSC





Readability?!



LLM-Based Smart Contract Decompiler

Bytecode Human-Readable
Source Code 

Decompiler

LLM-Based Decompiler

EVM Bytecode Static Analysis & 
Control Flow

Three-Address
Code (TAC) Fine-tuned LLM Readable

Solidity

• Fine-tuned Llama-3.2-3B model
• 238, 446 paired three-address 

code and Solidity functions
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